Fine-Grained Access Control m)

Check for

and Secured Data Sharing
in Cloud Computing

Neha Agarwal, Ajay Rana and J. P. Pandey

Abstract In cloud computing data, outsourcing is one of the most convenient,
cost—efficient, and cheapest ways for users to share their data with remote clients.
However, the main problem is that the owner loses its physical control on data and
so the main challenge is how to secure and share the data efficiently and main-
taining fine-grained access control on it. Several approaches have been proposed
including attribute-based encryption and proxy re-encryption for secured data
sharing through cloud service providers. In this paper, we have given a survey and
comparison of different attribute-based encryption and proxy re-encryption tech-
niques. We have also proposed that threshold cyptosystem can be used for secured
and efficient data sharing in cloud.
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1 Introduction

Cloud computing is a new computer science paradigm which provides access to
shared pool of resources in an efficient and scalable manner over Internet on
demand basis. These services may involve application, network, data, computation,
infrastructure, and so on [1-5]. The customer pays for the services as per usage
which leads to great advantage to customers as well as service providers (Fig. 1).
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Fig. 1 Model of cloud computing

The main deployment models in cloud are public cloud, private cloud and hybrid
cloud. Public cloud is cheapest of all deployment models and is owned by third
party; however, they are highly insecure, for example, AWS. Private cloud is
owned by individual party and so is highly secure but at the same time they are
costliest, for example, Badaal Cloud. Hybrid cloud is owned partially by service
providers and partially by individual party and so are partially secured and is used
in mainly critical places like they are used in Union Bank of India.

Cloud computing several services are mainly categorized into three main types:
Infrastructure as a Service (IaaS), Platform as a Service (Paas), and Software as a
Service (SaaS). However, recently several types of service XaaS models are
defined; one of the such models is Data as a Service (DaaS) [6].

2 Security Issues in Cloud Computing

Among the several services, cloud storage service enables the owner of data to store
and share his important data with trusted clients which has freed the owner from
worry of storage and resource management. But at the same time since the owner
looses the physical control on stored data there are several security concerns related
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to confidentiality, security, and privacy of data-like authentication [7]. These
security issues [8] are preventing the companies or people from adopting cloud
which are mainly classified as follows [9]:

(i) Traditional security—There are several number of traditional risks [6, 10-13].
Gartner [14] suggested few of them which data owner should discuss with
vendor beforehand. Some of the general issues and attacks include security
issues like cloud malware injection attack, related to virtual machines
VM-level attacks [15], cloud provider vulnerabilities [16], malicious insider,
cookie poisoning, phishing attack on cloud provider such as the Salesforce
phishing incident [17], SQL injection attack, authentication and authorization
[18], sniffer attack, man-in-middle attack, and forensics in the cloud [19].
There are number of guidelines provided to ensure security of data to the user
while storing and sharing it in cloud [20-23]; however, the data owners may
not completely trust the cloud service provider. Availability of critical data is
another main concern [24]. There are several issues like single-point failure,
server down issues, and owner is unable to ensure that cloud service provider
will not be colluding with unauthorized users and results are valid. A real-life
example is an incidence in which cloud outage of Amazon S3 was down for 7
h on July 20, 2008 [25].

(i) Third-party data control—In order to optimize the utilization of available
resources in cloud, the data owner stores their data at remote site. However,
security of data is a major concern since the data can reside anywhere in cloud.
At the same time, the owner needs to ensure that he should have a complete
control on its outsourced data rather than it being controlled by service pro-
vider [9].

As mentioned above, the major security concern of data owner is how the third
service provider handles his data since architecture of storage services in cloud is bit
complex so it becomes difficult for him to understand it [15, 26]. Researchers and
industry people are working to address security models [7, 12, 27] by developing
standards but there is still lots of work need to be done [28]. However, trusted
computing and applied cryptographic techniques may offer new tools to solve these
problems [29, 30].

Cryptography helps in maintaining the confidentiality of critical data by
encrypting the data; yet, there are certain issues like revoking users privileges
without re-encrypting data and re-distributing the new keys to the authorized users,
handling collusion between users and revoked users, handling collusion between
revoked users, and cloud service providers. In addition, there are several issues
related to secure query processing over encrypted data [31].
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3 Main Features Required for Secure Data Sharing
in Cloud Computing

The main features to be achieved for securing data while outsourcing it on cloud are
as follows:

1. Data Confidentiality: Any unauthorized user or even the service provider must
not have an access to the data. Even if they steal the data, they must not be able
to decrypt it.

2. Fine-Grained Access Control: Each and every authorized user will be associ-
ated with some access rights. This enhances the efficiency and reliability in
system.

3. Improved Scalability: The system must be able to work efficiently with
increased number of users.

4. User Accountability: It should be maintained so that he can be charged
accordingly.

5. Efficient User Revocation: If the user is revoked, then the data owner need not
have to redistribute the keys to authorized user.

6. Efficient and Secure User Rejoin: If a revoked user rejoins with same or dif-
ferent access rights, then he must rejoin without affecting the system or users.

7. Collusion Resistant: There must be no collusion between the revoke user and
other authorized user or cloud service provider.

8. Ciphertext Size: The size of encrypted file must not be too big.

9. Support for Secured Query Processing: The encrypted query of authorized user
can be executed over an encrypted data and only the result of executed query
must be sent to authorized user.

10. Stateless Cloud: The cloud should not be in need to retain the state of revoked
and active users.

4 Related Work

For secured data sharing in cloud through CSP, many encryption schemes have
been introduced. The owner encrypts his data and sends it to third party called cloud
service provider. Along with encrypted data, owner also sends the access control
list specifying the authorization for accessing the attributes corresponding to users.
The cloud service provider converts the ciphertext of one authorized user to another
authorized user and provides it to him. In this way, data is securely shared among
authorized users using concept called fine-grained access control in order to limit
the access of encrypted data in cloud.
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4.1 Attribute-Based Encryption (ABE)

In the traditional approach, if the owner wants to share some messages with others,
he should know public key authorized user in order to encrypt the data.
Identity-based encryption has changed the concept and allowed the public key to be
of random string, e.g., email id of recipient. One of the main issues arises from
sharing keys is user revocation where a user is needed to be revoked from accessing
his data. The usual solution followed by owners is to re-encrypt the whole dataset
with new generated key and redistribute the re-encrypted data to all authorized
users.

Sahai and waters presented attribute-based encryption in 2005 [32] for secured
data sharing based on the concept of public-key cryptography in which authorized
users are allowed to decrypt the data only if they satisfy certain attributes. The main
feature of this approach is that it is collusion resistant but since it uses access of
monotonic attributes in order to control users access, it is restricted in real envi-
ronment. Attribute-Based Encryption (ABE) was further classified as KP-ABE and
CP-ABE.

In 2006, Goyal [33] proposed KP-ABE in which users’ private key is used to
store access control policy and encrypted data stores additional attributes. An
authorized user can decrypt data if the access policy defined in users’ private key
satisfies attribute of data. However, the main issue with KP-ABE is owner (one who
has encrypted data) cannot take a decision on who can decrypt the data.

In 2007, Bethencourt et al. [31] introduced CP-ABE in which the access policy
is stored with encrypted data and attributes are stored in users’ secret key; as a
result, the user can access only the attributes associated with his private key. The
concept supports access control in real-time environment; however, it requires
flexibility and efficiency and its decryption key only supports user attributes that are
logically organized as a single set; as a result, user has to use a combination of all
attributes. To overcome this problem, ciphertext-policy attribute-set-based
encryption is introduced. It organizes user attributes into a recursive set-based
structure and user combines these attributes dynamically in order to satisfy a policy
without sacrificing the flexibility. The main challenge is allowing users to combine
attributes dynamically within a given key and avoiding collusion at the same time.

Earlier, ABE was based on monotonic access structure. Ostrovsky et al. in 2007
[34] proposed ABE that supports non-monotonic formulas on access policies to
express any access formula. Tang et al. in 2008 [35] put forward verifiable ABE.

Muller in 2009 [36] proposed an extension of CPABE, DABE (Distributed
Attribute-Based Encryption) that supports random number of parties to maintain the
attributes along with their corresponding secret keys; however, the access policy
has to be in DNF form.

Boneh and Franklin [37] proposed an identity-based encryption scheme, in
which data is encrypted using a random string as the key and for decryption; a
decryption key is mapped to the random encryption key-by-key authority.
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Hierarchical Identity-Based Encryption (HIBE) [38] is the tree-like form of a
single IBE; the main disadvantage of this system is key management overhead.
Wang et al. [39] embedded a hierarchical structure in the CPABE. They delegated
most of the computation workloads to the cloud and provided compatibility with
complex applications. But the scheme does not support compound attributes.

Wan et al. [40] in 2012 proposed scalable and flexible HASBE scheme and
considered that root level authority is responsible for managing top-level domain
authorities. It supports flexible compound attribute set combinations and achieves
efficient user revocation because of multiple values assigned to attributes (Table 1).

4.2 Proxy Re-encryption

The main security concern while sharing the data using cloud is to prevent it from
semi-trusted cloud service providers. In order to maintain confidentiality, several
proxy re-encryption techniques are available. Proxy encryption is a primitive which
helps in translating ciphertext from one encryption form to another encryption form
without any information leaked to third party or cloud service provider. Application
of proxy re-encryption is sharing public health records online, social media, and
email forwarding.

4.2.1 Type-Based Proxy Re-encryption

The scheme proposed by Tang [41] enables owner to categorize ciphertext into
subsets and uses one key pair in order to simplify key management problem. These
subsets are re-encrypted to ciphertext using public key of specified authorized user.
The main advantage of this scheme is that every authorized user can use a particular

proxy.
4.2.2 Key Private Proxy Re-encryption

It was introduced by Ateniese [42] in 2009 under this scheme that it is impossible
for proxy server to identify the recipient of the message.

4.2.3 Identity-Based Proxy Re-encryption

Identity-based proposed by Shamir [43] uses string of arbitrary length such as email
id for creating public key of authorized users. The proxy server will translate the

ciphertext of Alice to ciphertext of Bob without being able to retrieve any
information.
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4.2.4 Conditional Proxy Re-encryption

Under this scheme, the owner specifies the conditions along with ciphertext and the
proxy can transform the ciphertext of data owner to encrypted form of recipient if
and only if ciphertext satisfies the condition specified by the owner. This scheme is
not sufficient to implement fine-grained access control [44].

4.2.5 Time-Based Proxy Re-encryption

The scheme introduced by Liu [45] has achieved user revocation and fine-grained
access control in the absence of data owner. In it, each user is associated with time
period for validity of user access rights so if he wants to access the data he needs to
have the access rights on attributes as well as access time must satisfy the validity.
Major limitation in it is for a user; the access time for all the attributes is same.

4.2.6 Threshold Proxy Re-encryption

This scheme integrates encrypting, encoding, and forwarding [46] and exhibits
homomorphism, proxy re-encryption, and threshold decryption properties.
Homomorphism states that for ciphertexts cl and c2 defined on plain text pl and
P2, one can use cl and c2 to obtain ciphertext on the plain text pl - p2 or pl + p2.
Proxy re-encryption allows encrypted form of data of userl to be transformed into
encrypted for another user without any information leaked to third party. Threshold
encryption lets the private keys to be divided into several pieces and distributed to
clients and all clients must together decrypt the file.

4.3 Hpybrid Approach of Attribute-Based Encryption
and Proxy Re-encryption

Yu et al. [47] proposed a technique by combining KP-ABE, proxy re-encryption,
and lazy re-encryption; he managed to push the task of data re-encryption and
decryption to cloud. The main issue is cloud has to be stateful to retain history of
user revocation.

Blaze et al. [48] proposed a proxy re-encryption which allows the encrypter to
ask a third party to re-encrypt his encrypted message and deliver it to the decrypter.

Yang et al. [49] proposed a generic solution for implementing fine-grained data
sharing. His technique enables cloud to be stateless and need not have to maintain
state of user revocation. However, the scheme is not able to handle scenarios when
a revoked user rejoins the system and is authorized with different access privileges.
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Fig. 2 Data sharing between
owner and clients
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The scheme also fails to handle collusion between revoked and authorized user and
revoked user and untrusty cloud service provider.

Bharath et al. [50] proposed framework using proxy re-encryption and additive
homomorphic encryption in order to give a solution. He has implemented the
concept of federation of clouds in order to prevent collusion. However, there is a
limitation in their work that they have assumed that if revoked user colludes with
authorized user; then, the revoked user shares information available to authorized
user only (Figure 2).

4.4 Secured Query Processing

One of the problems while outsourcing the data to cloud is that the query must be
executed and output should be given to only authorized users who have initiated the
query. While the query is being sent and processed and output generated, the
process should not be accessible to any unauthorized user or cloud service provider.
Boneh et al. [51] have presented a general framework for analyzing security of
searching on encrypted data systems. Under this framework, they have constructed
public-key systems that support comparison queries on encrypted data as well as
more general queries such as subset queries.

Hakan et al. [52] have introduced an algebraic framework in which they have
deployed coarse index which allows query to be partially executed on encrypted
data at providers end and then decrypted at client end and remaining query
executes.
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Hore et al. [53] have developed a bucketization procedure for answering mul-
tidimensional range queries on multidimensional data and allow the data owner to
control the tradeoff between risk and cost.

Wang et al. [54] have ensured data confidentiality both at storage and at access
time and also supports different queries and data updates.

5 Conclusion and Future Work

Sharing data on cloud is widely accepted and is increasing rapidly. The data owners
are interested in outsourcing the data on cloud in order to avoid storage manage-
ment and capital expenditure in infrastructure but there are several issues associated
with it and one of the major issues is confidentiality and security. In this paper, we
have discussed on how to increase confidentiality and maintain privacy and security
while sharing the critical data through third party named cloud service providers.
We have explained encryption technique like ABE and PRE, when combined
altogether enable us to share the data securely maintaining confidentiality along
with fine-grained access control. However, the information can be leaked if there
exists collusion between cloud service provider and revoked user or between
authorized user and revoked users. Our proposed approach is to implement
multi-party computation-based homomorphic threshold cryptosystem under this
approach; private key of authorized user will be shared among n number of clouds
and the secret can be revealed if x out of total n participants work together. This
approach will prevent the data as the revoked user cannot collude with x number of
users altogether.
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