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ABSTRACT

Cloudcomputingisanemergentcomputingparadigm;however,datasecurityisasignificantissue
inrecenttimewhileoutsourcingthedatatothecloudpreventinguserstouploadtheirdataoncloud.
Thedataforwardedtocloudcanbeprotectedusingsomecryptographictechniquesbasedonidentity,
attributes,andprediction.Butthesealgorithmslacktheirperformancewhenarevokedusercollude
withcloud;therefore,itbecomesessentialtodevelopasecuredatasharingframeworkwithsome
enhancedcryptographictechniques.Theproposedmethodologypresentedasecureprivacypreserving
datasharingwithencryptiontechniquecalleddynamicunidirectionalproxyre-encryption(PRE)
withciphertextpolicyattribute-basedencryption.Thetechniqueensurestheprivacy,integrity,and
securityofthedatawhileretrievingthroughthecloud.Theframeworkisimplementedinthecloud
simwithjavalanguage.Experimentalresultsprovedthatproposedframeworkattainsreasonable
resultscomparedtotraditionalmethods.

KEywoRDS
CipherText Policy ABE, Digital Rights Management (DRM), Efficient Elliptic Curve Public Key Encryption 
(EECPKE), Proxy Re-encryption, Twofold authentication protocol

1. INTRoDUCTIoN

Cloudcomputingisanemergingparadigminwhichresourcesareoutsourcedonrenttothecustomers
bythecloudserviceprovidersthroughinternet.Itisnowacknowledgedasutilityserviceafterelectrical,
waterandgasservices(Alietal.2015).Itnotonlysavesthecapitalexpenditureofthecustomerbut
hecanscaleoutorscaleintherequestforservicesprovidedandpayaccordingly.Itisnotlimitedfor
storingandsharingdatabutisalsoformanaging,monitoringandexploringdatainspacegrounddata
system(Kaddourietal.,2018).Thefourmaindeploymentmodelsarepublic,private,communityand
hybridcloudhavingvariationsincostandsecurity.Incloudstacktheservicesarearrangedaslayers
fromthemostreducedlayertohighestlayerwhereeachlayersymbolizesoneservicemodel.IaaS
isthemostreducedlayer,wherethecloudsuppliermaintainsasuiteofmanagementresourcesand
servicestocopeasubstantialcloudsystem(Zhuetal.,2013;Sunetal.,2014)andtheuserutilizesthe
infrastructureandresourcessuchasnetwork,storage,computationalcapacityetcwithoutworrying
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aboutthecomplexityandmanagement(Wangetal.,2012;Weietal.2014).ThecentrallayerPaaS,
offersplatformandsoftwaretodevelopapplications.SaaSlocatedattoplayer,wherecompletely
developedsoftwareapplicationsareprovidedasaservice(Saoulietal.,2015).

Forsharingthedata,thecloudmodelcomprisesofthreeentitiescloudservicesupplier,client,
owner(BoyangWangetal.2015).CloudservicesupplierregulatesCloudStorageServer(CSS)
whichhasbiggerstoragespacetoshieldtheclientsdataandinadditionhighcomputationcontrol
(ManviandShyam2014).Cloudserversgivesanovelserviceapproachwhereinformationisstored
anditsreplicaismaintainedsothatinformationcanbeacquiredbyclientsanytimeandfromanyplace
overthenetwork(Sood2012).Ownerhascolossalinformationdocumentsforsharingandforthis
heuploadshisdataincloud.Theclientareauthorisedbythedataownerwhocanaccesstheshared
data.Itcanbeacloudproprietoritselftoo(Pateletal.2013;Rongetal.2013).

AlthoughCloudcanconfirmtheclient’sinformationsecuritythroughthethoughtoffirewalls,
fundamentalprivatenetworksandbyexecutingothersecuritypolicieswithinitsownparticularlimits
(Beraetal.2015)yetSecurityisthemostimportantkeyconcernnotonlyfordataattransitbutalso
fordataatstorage(YangandJia,2012)

Whileoutsourcingthesensitivedatatobesharedoncloudtheownerlosseshisphysicalcontrol.
Thedatacanbestoredanywhereinthecloudasaresultitbecomesdifficulttoconfirmexactlocation
ofstorage(Lietal.2015).Thedatanotonlyhavetraditionalsecurityriskslike(Ahmedetal.,2017),
DDOSAttack(Lietal.,2015;Jeyanthietal.,2013),maninmiddleattackandseveralintruderattacks
(Boukhloufetal.,2016)etcbuteventhethirdpartyserviceprovideraresemitrustful.Asaresult
theownerneedstoensuretheconfidentiality,securityfromintruders,privacy,dataavailabilityand
accessibilitytousersaccordingtotheiraccessrights(AlZainetal.2012;Zissisetal.2012;Jakimoski,
2016).

The most common way tomaintain confidentiality and security of the data stored in cloud
againstsemitrustedcloudserviceprovideristosendencrypteddata.Howevertheremaybeseveral
otherissuessuchaspreventingtheusertoaccessthedataforwhichheisnotauthorized,preventing
thecollusionbetweentherevokeduserandthesemitrustfulcloud,revokingawaythegivenaccess
rightoftheauthorizeduserwithoutre-encryptingthecontentandredistributingthenewkeystothe
authorizedusers.

Themainfeaturesneededwhileoutsourcingdataincloudareprivacy,Integrity,confidentiality,
finegrainedaccesscontrol,Successfulrevokingprivilegesfromuserswithoutinneedofregeneration
anddistributionofre-encryptionkey,preventingcollusionbetweenthirdpartyserviceproviderand
revokedclients,Successfuljoiningofnewusersandrejoiningofrevokedones.

Toensuretheaforementionedfeatures,Inthispaperwehaveproposedaframeworkbasedon
DRMmechanism to ensuredata security, dynamic authorization, license creation andproxy re-
encryption.TheproposedDRMschemeinvolvesCiphertextPolicyattributebasedencryption to
ensureconfidentialityofuserandproxyre-encryptionforpreventingrevokedusertocolludealong
withOnetimepasswordandlicenseandothersecuritymechanism.Finallywehavecomparedthe
encryptionanddecryptiontimeofproposedschemewithRSAandprovedthattheproposedscheme
takelesstimeincomparisontoRSA

Theoutlineofthispaperissummarizedasfollows.Insection2wehavereviewtheexisting
literature,Insection3wehavepresentedourframeworkentitle“DualAuthenticationBasedSecurity
FrameworkforCloudBasedDataSharingApplications”andpresentedthealgorithmicdescription
ofproposedapproach.Thereaftersection4representstheexperimentalresultandanalysisofour
approachanditscomparisonwiththeexistingapproach.Finallyinsection5wehavedrawnconclusion
andpresentedthefuturescope.
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2. RELATED RESEARCH

Manytraditionalencryptionschemesareavailableforsharingdata throughcloud.However they
donotprovdefinegrainedaccesscontrolnortheypreventthedataafterthecollusionbetweenthe
revokeduserandlesstrustworthycloud.Inourapproachwehaveproposeddualauthenticationand
finegrainedaccesscontrolalongwithsuccessfulrevocationofuserwithoutinneedofredistributing
thekeys.Theownerencryptsdataunderhispublickeyandsendittothirdpartyhonestbutcurious
serviceprovider.Alongwithencrypteddataowneralsosendtheaccesscontrollistspecifyingthe
authorizationforaccessingtheattributescorrespondingtouserstocloudaswellastoOTPserver
whichgeneratesonetimetokenforrequestinguserifhebelongstoauthorisedlist.Thecloudservice
providerconvertstheciphertextunderthepublickeyofoneauthorizedusertounderthepublic
keyofanotherauthorizeduserandprovideittorecipientfordecryption.Inthiswaydataissecurely
sharedamongauthorizedusersusingconceptcalledFineGrainedAccessControl.Someoftherecent
researchpaperswhicharerelevanttosharingdataincloudcomputingislistedbelow:-

2.1. Proxy Reencryption
ProxyRe-encryptionispublickeyencryptionthatallowsproxyservertoconvertciphertextgenerated
underthepublickeyofsender(owner)tociphertextunderthepublickeyofrecipientwithoutproxy
beingabletoknowaboutoriginalmessage.Inthiswayithelpsinsharingdatainsecuredway,it
alsohelpsindelegatingdecryptionrightsusingenforcedaccesscontrolledmechanism(Shao,2015).

Underthisschemetheownerofdataoutsourcestheencryptedcontentinthecloudwhichis
partiallyreliablealongwithre-encryptionkey.Theproxyserverinturnenforcetheaccesscontrol
mechanismthroughre-encryptionprocessalongwithmaintainingconfidentialityofthedatafrom
unauthorisedusersandproxyserveritself.

Inthisschemetherecanbesetofencryptiondecryptionalgorithmsdefinedoversetofciphertext
spaces.Theproxyre-encryptionschemedefinedoversinglespacearediscussedin(Blazeetal.1998;
CanettiandHohenberg2007;XagawaandTanaka2010;Aonoatal.2013;Kirshanova2014;Nunez
etal2015),theschemewithtwociphertextspacesarediscussedin(AtenieseandFu2006;Chuand
Tzeng2007;Dengetal.2008)someoftheschemesaredefinedoverinfiniteciphertextspacessuch
asin(GreenandAteniese,2007).

Themainfeaturesofproxyre-encryptionaredirectionability,thepropertyisembodiedinre-
encryptionkeyandspecifiesaboutthedirectionofdelegationincaseofunidirectionaltheSenderonly
delegatesthedecryptionrightstorecipientwhereasinbidirectionalthesymmetrictrustrelationship
isestablishedbetweenthesenderandrecipient.Numberofuses,inPREschemeifciphertextisre-
encryptablejustoncethenitissaidtobesingleusehoweverifciphertextisre-encryptablemultiple
timesthenitssaidtobemultiuse.CollusionSafeness,thepropertystatesaboutsecurityofprivatekey
ofsenderincaseofcollusionbetweenunauthorisedrecipientandsemitrustedproxyserver.Transitive,
Itissaidtobetransitiveifproxyserver(cloud)isabletore-delegatetheaccessrightsonitsown.
Interactivity,thePREissaidtobeinteractiveifthesenderisabletogeneratere-encryptionkeyof
recipientusinghisownprivatekeyandrecipientspublickey.Otherpropertiesofproxyre-encryption
areconditional,temporary,Nontransferability,proxyinvisibilityandperfectkeyswitching(Nunezet
al.,2016).Duetothesepropertiesitiswidelyusedinmanyemergingareaslikeencrypteddatabase
ZeroDB(EgorovandWilkison,2016)andEUH2020researchprojectCREDENTIAL(Horanderet
al.,2016)forsharingaccesskeybetweenauthorisedusers.

(Blazeetal.1998)introducedproxyre-encryptionschemeforhavingbidirectionalandmultiuse
pattern.TheschemeisbasedonElgamal.Later(XagawaandTanaka,2010;Nunezetal.,2015)also
representedthesameprocedurebutusedlatticebasedsettings.Sinceitusebidirectionalpatternits
transitiveandinteractivebutisnotcollusionresistant.(CanettiandHohenberger,2007)presentsfirst
CCAsecurebidirectionalschemebyintegratingciphertextwithonetimesignature,Itsinteractive,
transitive,butnotresistanttocollusion.
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(Weng et al., 2010) proposed another efficient bidirectional scheme which is not based on
bilinearpairing,theschemehasachievedCCAsecuritybyintegratingPREversionofhashedElgamal
encryptionschemeandschnorrsignature.Itisinteractivebutnotresistanttocollusionandisdefined
forsingleuseaswellasmultiuse.

(Atenieseetal,2009)presentedbilinearpairingbasedfirstunidirectionalproxyre-encryption
schemewhichiscollusionresistant,singleuse,non-transitive,non-interactiveandproxyinvisible.
(Libert and Vergnaud, 2011) presented unidirectional scheme with RCCA security in which he
integratedonetimesignatures.Itisunidirectional,single-use,collusion-resistant,butneitherinteractive
nortransitive.However(Seoetal.,2012)detectedanerrorinitssecurityproofs

(Wangetal.2014)clarifiedintermediarycertificatelessproxyre-encryption(CL-PRE)scheme
createdwithoutpairing.Itdealswiththekeyescrowissueincharacterbasedpublickeycryptography.
Thesecurityoftheapproachissimilartothesecurityprovided.Theschemehassamesecurityissue
ascomputationalDiffie-Hellman(CDH)issueintheoraclemodel.

(LuandLi2016)introducedtheCertificate-basedintermediaryre-encryptionstrategywithout
bilinear pairing. The approach ensures confidentiality and security under computational Diffie-
Hellman(Kumaretal.,2016)suppositionandiscomputationallyefficientsocanbeusedwithpower
constraineddevices.

(Xuetal.,2014)proposedfine-grainedandheterogeneousintermediaryre-encryption(FHPRE)
approachwhichenablessharingdatasecurelybetweentwoheterogenouscloudpursuingdifferent
cryptographictechniques

(Liangetal.2015)introducedthestrategyforCP-ABPREwiththeintegrationofdoublesystem
encryptiontechnologywithselectiveverificationtechniquetoenhancetheefficiencyTheCP-ABPRE
hasmuchapplicationinnetworkcommunicationforinstanceinformationsharing.

(Aono et al., 2013) presented lattice based unidirectional proxy re-encryption scheme it is
interactive,nontransitiveandlimitedmultiusebutisnotcollusionresistant.Itwasalsoensuredthat
schemeiskeyprivatebutthenitwaschallengedandprovedwrongby(Nishimakiandxagawa,2015
;Nunezetal.,2016).Further(Kirshanova,2014)proposedlattice-basedPREschemebyextending
theoriginalPKEschemeproposedby(Micciancioandpiekert,2012) tosupport re-encryptions,
usingtrapdoordelegation.Theschemeissinglehop,unidirectional,notinteractiveandresistantto
collusionsTheschemeissingleusehowever(Nunez˜etal.,2015)describedanattackprovingthatit
doesnotsatisfyCCAsecurity,recently(FanandLiu,2016)hasalsoprovederrorinsecurityproofof
theschemeproposedandextendedtheworkofKirshanovaforconstructingmultihopre-encryption.

2.2. Cipher Text Policy Attribute-based Encryption
For ensuring the confidentiality and security of the data being shared (Sahai and waters, 2005)
presented Attribute-based encryption(ABE) based on the concept of public-key cryptography.
(Goyaletal.,2006)furtherclassifyABEasKP-ABE(KeypolicyAttributebasedencryption)and
CP-ABE(CiphertextPolicyattributebasedencryption).InKP-ABEsecretkeyisassociatedtoaccess
structureandciphertextisassociatedwithattributesetastheresultthemainissuewithKP-ABEis
ownercannottakeadecisiononwhocandecryptthedata.(Bethencourtetal.2007)wasthefirstto
proposeCP-ABEinwhichtheciphertextisassociatedwithaccessstructureandsecretkeyisassociated
withattributesetasaresulttheownercandefinetheaccesspolicywhichhastobesatisfiedbythe
recipientfordecryptingthedata.

LiuZetal.2013hasintroducedthestrategyfortraceableCP-ABE(T-CP-ABE)systemswith
anymonotoneaccessstructurestotracetheissuepolicyexpressivenessinthesystem.InCP-ABE
system,thedecryptionkeyswithattributesaresharedbyvariousclients.Duringdecryptionprocess
thedecryptionbenefitsarenotgenerallypredictthefirstkeyproprietors;italsotracesthemalicious
clientsbecausethemaliciousclientalsoconsistofsamearrangementofattributes.Theysharethese
attributestooutsidersforcashaspectorescapefromthehazard.Inthismannerthisissueaffectsthe
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applicationofCP-ABE.Alongtheselinesthisworkwasdesignedwithoutdebilitatingthesecurity
ofCP-ABEsystemutilizingtraceablemechanism.

TamizharasiGSetal.2016hasdiscussedabout the issueofclientattributemanagement in
cloud computing utilizing the strategy for point-multipoint - Policy Attribute based Encryption
(CPABE).Incloudcomputingtheclientattributemanagementwasacomplexprocessifthenumber
ofinformationclientsincreasesincorrespondencetothenumberofclientattributes.Inthiswaythe
informationclientsareassembledunderthepremiseoftheircommonattributesandputawaythose
inclientattributerelationshiptableonthecloudserverforsimplercloudmanagement.Thissystem
usesfivealgorithmssuchasSetup,Grouped,Encrypt,KeyGenandDecrypt.

DuetoinvariantfeatureCP-ABEiswidelyusetosharedatasecurelyincloud.Manyschemes
hasbeenproposedinrecentyearsfor improvingCP-ABEmostofwhichsupporteitherconstant
sizesecretkey(Guoetal.,2014)orconstantsizeciphertexts(Zhangetal.,2014;Doshietal.,2014)
howeverfewsupportsbothconstantsizeciphertextaswellconstantsizesecretkey(Odeluetal.,2017).

2.3. Hybrid Approach for Secure Data Sharing in Cloud
(Yuet al., 2010)proposedamodel for securedwayof sharingdata in cloudusing finegrained
accesscontrolbycombiningKP-ABE(KeypolicyCipherTextAttributeBasedEncryption),Proxy
re-encryption and lazy re-encryption.. When the data owner wants to revoke certain users from
accessingdatanewkeyisprovidedtoallauthorisedusersandtheencryptionhastobeperformed
again.Howeverthemodelhasaflawasthecloudhastobestatefulretainingthehistoryofrevoked
usersalsorevokeduserandthecloudcancolludetogether.

(Parketal.,2011)hasprovidedmodificationto(Yuetal,2010)astherevokeduserandclouddo
notcollidehoweverheassumedthatproxyserverismoretrustworthyandsoreplacedcloudwith
trustedthirdpartyprovider.

(Yangetal.,2011)proposedagenericsolutioninwhichthecloudcouldbestatelessandneed
nothavetomaintainlistofrevokedusers.Underthisapproachthedatakeyisdivideintotwoparts.
OnepartisencryptedusingABEandotherpartisencryptedusingPRE.ABEprovidesfinegrained
accesscontrolandPREmakesrevocationpossible,thepresenceofre-encryptionkeycorresponding
toarecipientincloudstatesthatheisauthorizedtoaccessdata.Howevertheproposalfailedwhen
therevokeduserrejoins.Alsotherecouldbecollusionbetweentherevokeduserandclouddueto
loosecouplingbetweenABEandPRE

(Wangetal.,2011;Hur2013;TyoswskiandHasan2013)havealsoproposedapproaches for
secureddatasharingincloudbyintegratingCP-ABEandproxyre-encryption.

(Xiongetal.,2012)presentedaschemecalledCloudSealforflexibleaccesscontrolmechanismby
integratingPRE,broadcaserevocationscheme,symmetricencryptionandsecretsharingmechanism
incloud.Thepresentedschemeprovidesendtoendscalability,confidentialityandefficiencyhowever
themainlimitationisItassumesexistenceofsecurechannelbetweentheownerandrecipient.

(Lin et al., 2012) proposed an approach of combining threshold encryption with proxy re-
encryption.Under thisapproachtheproxyserver isdividedintoseveralservers.Eachandevery
serverstorestheshareofaprivatekeyofaownerandsodopartialdecryptionofdata.Whenthe
recipientsendsarequesttotheservertherandomlyselectedsubsetofserversre-encryptthedata.
Therecipientcombinesallthepartiallydecrypteddatatoobtaintherequesteddata.

(Liuetal.,2014)proposedanotherapproachbycombiningABEandPREwhereABEdescribes
timebasedaccesscontrolpoliciesandPREupdatesthetimeattributes.

(Samanthulaetal.,2015)proposedaframeworkinwhichhehasfederatedthecloudintotwo
andusedadditivehomomorphicencryptionandproxyre-encryptionforsharingthedatasecurely.
Accordingtohisframeworkiftheauthorisedusercolludeswithrevokeduserthentherevokeduser
willbeabletogetinformationavailabletoauthoriseduseronly.Forcollusionbetweenrevokeduser
andcloudhehasassumedthatusercancolludewithonlyoneofthetwoclouds.
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3. DUAL AUTHENTICATIoN BASED SECURITy FRAMEwoRK 
FoR CLoUD BASED DATA SHARING APPLICATIoNS

Cloudcomputingisarecentdevelopingparadigmwhichisdrawingattentionduetoavailabilityof
unlimitedinfrastructureandresources.Itisbeingwidelyconsideredbytheorganizationstostore
andsharethedatahoweverwhileadoptingcloudforsharingfilethemajorissueissecurityofdata
duringtransitandatrestwhilesharing.Earlierforvalidatingtheuserthelicensewasrepresented
asalphanumericalserialnumberwhichwasinsertedforlaunchingdata.Iftheenteredkeymatches
to license theusergotvalidated tocontinuehowever today theproductkeysareassociatedwith
theonlineactivationkeysbutthenitscomputationcostisveryhigh.Toovercomethecomputation
costwehavedefinedasecuredframeworkwhichhasdualauthenticationschemeinwhichuser
isidentifiedbyhisidentificationandmutualauthentication.Furtherforsuccessfulrevocationand
strongintegritycheckingdynamicsinglehopunidirectionalproxyre-encryptionisused.TheFigure
1belowdescribestheproposedprocess.

3.1. Problem Formulation
Thedataisbeingwidelysharedincloudasitcanberapidlyandeasilyaccessfromanywhereacross
theglobe.Butatthesametimethedatakeptincloudisvulnerabletoseveralkindsofattackswhich
hinderstheprivacyandsecurityofdata.Asaresultensuringsecurityofshareddataismostchallenging
andrecentareaofresearch.Whentheownerstoreshisdataincloudhewantsthedatatobeshared
withauthenticandauthoriseduserswhoarelistedbyhimInotherwordstheownerwantstomaintain
theintegrity,confidentialityandsecurityofdatabeingshared.Manycryptographictechniquesare
availablenowadaysbuttheylackintheirperformanceinoneortheotherway.Henceasecured
framework needs to be developed based on modern cryptographic technique which ensures the
securityandprivacyofdataalongwithautomatingthesystemwhichletstheminimalintervention
oftheownerandlethimfreeafteruploadingtheencrypteddata.Theprocessofproposedframework
isexplainedbelow

Firsttheuserloginandproveshimselfasanauthenticuser.Dualauthenticationprotocolisused
forvalidatingtheusertothecloudasanauthoriseduser.Afterverificationhecanuploadoraccess
thedatastoredincloud.Howeverthefileordataisfirstencryptedbeforestoringincloudandthenthe

Figure 1. Data flow diagram of proposed EECPKE security mechanism



International Journal of Information Security and Privacy
Volume 14 • Issue 1 • January-March 2020

50

ownerwhohasuploadedthedatacreatesare-encryptionkeyoftheauthorisedlistofusersandend
ittocloud.Whenanyrecipientwantstohaveanaccessofthedatafirstheisverifiedbythelicense
andthenincloudifthere-encryptionkeyforhimexistheisverified.Thecloudthenre-encryptsand
transformsitunderthepublicofrecipientfrompublickeyofsender.Themaintargetoftheproposed
approachistoensurethesecurityprivacyofdataorfilebeingshared,tohavefinegrainedaccess
controlandtohavesuccessfulrevocationofuserwithoutinneedofredistributingthekeysandto
preventthedatafromcollusionbetweenthecloudandrevokeduser.

3.2. Cloud User Authentication via Dual Authentication Protocol (DAP)
Whentheuserlogsinheisvalidatedwithdualauthenticationprotocolcomprisingoftwophases.
Forreliableauthenticationinfirstphaseregistrationprotocolisexecutedinwhichuserentersuser
idandpassword.AndinsecondphasetheOTPisgeneratedwhichisexplainedbelow.

3.2.1 OTP Server for Authentication
OTPserver isusedasdynamic ticketgrantingcenter for theauthenticusers.Forenhancing the
reliabilityofauthenticationtheuserisprovidedwithOnetimetokenfromOTPserver.Initiallyfor
thefirsttimewhentheuserregistersheprovidehisidentitytoOTPserver.TheOTPonreceiving
theidentityofuserchecksfortrustvalueoftheuserfromtheaccesscontrollistofauthorisedusers
providedtoitfromtheowner.IfinOTPservertheuserisfoundinlist,onetimetokenissentto
him.ThisOTPcanbeconcatenatedwithIPaddress.ThesameOTPissharedwithCSPalso.When
theuserwantstoaccessfileincloudhesendtheOTPreceivedfromOTPservertoCSP.TheCSP
checksandmatchestheOTPreceivedfromtheuserwiththeOTPreceivedforhimfromOTPserver
ifthetwoOTPsmatchesthentheuserisallowedtoaccessfileincloud.ThisisexplainedinFigure2.

3.2.2 Login Phase

The loginphase initiates theauthenticationprocess. In thisphaseuserC
i
.ntershis identityand

password which is converted into ASCII value ASCII
UN

.EstimatesLV ASCII PW
i UN i
= 


, .nd

verifiesifLV
i
.matchestothedocumentsavedincloud.IfLV

i
.equalstostoreRA

i
.henIPaddress

ofpubliccloudserviceproviderisvalidated,ifthereisanyflawthensessionisdismissedelsethe
estimationatauthorityloginpagecontinues

Figure 2. Data flow diagram describing authentication
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i
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i
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C
i
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Estimates T T T
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−( )> ∆ . thepubliccloudserviceproviderCSP

i
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timestampT
c

.butifitresultsinerroneousformat,thenthecloudexcludestheloginrequest.Ifthe
subtractedvalueof thecurrent timestampfromT

c
.of thecloudserverT

s
.is larger than thatof

assumedtimeinterval∆T
c
.ofthesystem,atthissituationalsothesystemexcludestheloginrequest.

Iftheactualtimestampiscontainedinacorrectformatandunderthenecessarytimeinterval
thenthesystempermitstocontacttheuserC

i
.andusethecloudapplication.

3.3. Cipher Text Policy Attribute-based Encryption
Once theuser isverifiedasauthenticuserusingdualauthenticationprotocolhecanaccessand
sendreuesttouploadoraccessfile.Onreceivingrequestforaccessingfileheisfurtherguardedto
Licenseserver.Licenseserverchecksfortheaccessrightsoftherequestinguserandsendlicenseto
CSPfortheuser.Atcloudthecompletefileisre-encryptedunderthepublickeyofclientwhoisa
requestinguserfrompubickeyofsenderandthenthere-encryptedfileissenttotherequestinguser
whodecryptsitusinghissecretkey.

A. Setup:ThesystemsetupphasetakessecurityparameterPar .andgeneratessecretkeyand
masterkey.Itselectsabilineargroup I : Ω → R .ofprimeorderpwithqasgenerator,andbilinear

mapΩ .heuniverseattributeisc c
N1

,..., .ItselectsΩ Ω
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,...,

N
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i i
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.andarandom

exponentΩ Ω=∪
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ThoughA
i
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(TA).

AlgorithmforSetup

Input: i
th

.Outputs: I x w x A x
i

N
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∑
1

1. Begin
2. Selectabilineargroup p w x w x dx w x dx

i j i j i,
. /= ∫ ( ) ( ) ∫ ( )Ω Ω .andbilinearmap∆A

i
.

3. if(i>=1)then
4. A

i
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5. End if
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6. RunthesetupusingTA
7. End

B. Key Generation:ThekeygenerationphasetakessetofattributesSasinputandthesecretkey
equivalent to S is produced as output. Initially, it selects a random number from
∂( )
∂

= ∇ ( )( )∇ ( )





x y t

t
div g I x y t I x y t

, ,
, , , , .Then,itcalculatesthekeyas

I x y, , 0( )  (3)

Algorithmforkeygeneration
Input:S
Output: I x y t, ,( )

1. Begin
2. Selectrandomnumberfromg •( )
3. Computetheoutput
4. End

C. Encryption: The encryption phase takes access control tree T as input, a public key
Lim g x g x

x→∞ ( ) ( ) =, 1 .andmessageM.Theoutputofciphertextisasfollows.Initially,itdescribes
therandompolynomial Lim g x g x

x→∞ ( ) ( ) =, 0 .foreverynodeyoftreeTintopdownapproach
beginningfromr.Thenodeywithdegree g x

1 ( ) .ssmallerthanthresholdvalue g x
1 ( ) .fthatnode,

that is g x x

K1

2

( ) = −


























exp . For r, g x
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K
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1

1

( ) = −
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exp . that is a random number of

ϕ x g x x( ) = ( )* .Foreachandeverynon-rootnodey,ϕ x( ) .herepar(y)representsy’sparentand
Ind(y)representsy’sexceptionalindexspecifiedbyitsparent.YisthesetofnodesofleafinT.The
ciphertextisthencreatedbygivingtheaccessstructureoftreeTandcalculates

∇ =I K  (4)

AlgorithmforEncryption
Input:T, I S I S g I I

t t
s p

x s p s p

s

( ) = ( )+ ∇ ∇( )
∈
∑λ

η
η

, ,
.M

Output: S K= 2

1. Begin
2. Representarandompolynomialλ ∈ ( )0 1, .
3. if(node==rootnode)then
4. η

s
.

5. End if
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6. if(node==non-rootnode)then
7. η

s
N S E W= 


, , , .

8. End if
9. Calculate η

s
.

10.End

D.DynamicUnidirectionalProxyRe-Encryption
Asinglehopuniddirectionproxyre-encryptionconvertsthedataorfileunderthepublickeyof

oneusersayownertopublickeyofanotherusersayreciepient.Itcomprisesoffollowingstepsas
in(Liangetal.,2015)

Step1 –Set-up(K)→Ppar:Thisphaseisexecutedbytrsutedpartysayownerwhereasecurity
parameteristakenasaninputandtheoutputisapublicparameterPparwhichisadefaultparameter
inremainingallsteps.

Step2-Keygeneration(K,Ppar)→(Sk,Pk):Underthisphasethepublicandprivatekeyofauseris
generatedusingpublicparameterPparandsecurityparameterK

Step3-DynamicRekeygeneration(Ppar,dSki,Pkj, ′M .)→Rij:Forarecipientjtheownerigenerates
areenencrptionkeyRijusingPpar,dynamicsecretkeydSkiofuserI,Keywordset ′M .ndpublic
keyPkjofuserj.Usingthiskeythesecondlevelciphertextisre-encryptedfrompublickeyof
ownertopublickeyofrecipient.SincethephasehasnotinvolvedsecretkeydSkjoftherecipient.
Thealgorithmisunidirectional.

Inkeyword-set ′ = ( )M m m m
k1 2

' ' ', ,......... .fork<nthekeywordscanbeconcatenatedusing“AND”
gates.

Step4-Encryption1(Ppar,Pi,m)→C:Usingprobabilisticalgorithmandparameters(publicparameter
Ppar,publickeyofsenderPi,andmessagem)firstlevelciphertextisgeneratedwhichcannot
befurtherre-encrypted.

Step5-Encryption2(Ppar,Pk,P)→C:Usingrandomizealgorithmandparameters(publicparameter
Ppar,publickeyofsenderPi,andmessagem)secondlevelciphertextisgeneratedwhichcanbe
recryptedfrompublickeyofownertopublickeyofrecipient,

Step6-ReEncryption1(Ei,Ppar,Rij,C)→C1:ThisphasetakesasinputasPpar,are-encryptionkey
Rij,asecondlevelciphertextCencryptedunderpublickeyofuseri’andEiforRe-encryption.
HereEiisadynamickeysetgeneratedfordifferentuserandgeneratesafirstlevelciphertextC1
whichunderthepublickeyofrecipient.

Step7-Decryption1(Ppar,Si,C)→P:thealgorithmtakesasinputthepublicparameterPpar,the
seceretkeySiofuserIandfirstlevelciphertextCandgivesanoutputseitheraplaintextPora
‘invalid’message.

Step8-Decryption2(Ppar,Sk,C1)→P:thealgorithmtakesasinputthepublicparameterPpar,the
seceretkeySiofuserkandsecondlevelciphertextC1andgivesanoutputseitheraplaintextP
ora‘invalid’message.

E.DecryptionPhase
Thedecryptionphase takescipher text∇ = ( )− ( ) ∈ = { }I I p I s p N S E W

s p t t s,
, , , ,η .public

parameterPparandthesecretkey S
K

.Itinitiallydefineswhethertheattributesetsfulfilsaccess
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structureTinTS Is p j N i M
i j

= ∇( ) = ∧ ∈ 

{ , | ,......, , }1 1 .Ifthenodeyisleafnode,itisindicated

as p
j
.andcalculate

x x x x
d1 2 3

, , ,......., . (20)

Ify y y y
m1 2 3

, , ,....., . Else, Decrypt Noden N≤ . Then, by utilizing polynomial interpolation
approach, the pairing results in bottom-up manner were grouped and finally the blind factor
S S

m1
...........( ) .Thephasenowdecryptsbycalculatingm > 1 .Thefollowingalgorithmdealswith

thedecryptionofthemessage(L,C,andT).Thecloudusercarryouttheverificationoftheembedded
publickeyL.IfthepublickeyLflopsthentheinformationwillbeignored.Sotherecipientmakes
useofkeyestablishmentprotocolthesharedsecretvalueofY.Thesharedsecretkeyisestimatedby
theSkoftherecipientandfixedpublickeyL.IftheestimatedvalueoftheYisinfinitudethenthe
recipientdiscardsthecontent.TherecipientmakesuseofKDFwhichissetupbetweentransmitter
andreceivertoproducethekeyingdataKwhichisintegrationofk1andK2.ThelengthofKcanbe
calculatedfromtheEncryptionkey lengthk1andMACkey lengthK2.Encryptionkey length is
employedforsymmetrickeydecryptionprocedureandMACkeylengthisemployedasMACkey.
K1isutilizedtodecodetheciphertextCintomandMACalgorithmmakesuseofkeyK2toestimate
tagT1.IfT1isidenticaltoT,thenitagreestoacquiretheciphertextor,theciphertextgetsignored.

Algorithm3:Decryptionforclouduser
Input:Domainparameters f V p q u h, , , , ,( ) .privatekeys

k
.Ciphertext L C T, ,( ) .Output:plaintext

morciphertextrejection
Assumption:Boththesenderandreceiverhastheirrespectivekeypairssuchaspublicandprivate

keysandalsootherpublickey

1. Begin
2. PerformvalidationforembeddedpublickeyL .
3. if .(Validationfails)then
4. Result(“Rejecttheciphertext)
5. Endif
6. CalculateY h k s L

k
= ( )( ). . .7. ifY == ∞ .hen

8. Result(“Rejecttheciphertext”)
9. Endif
10. k k KDF xY L1 2, ,( ) ← ( ) .herexyisthex-coordinateofY

11.CalculateT MAC K C
1

2= ( )( ) .
12. if T T then

1
≠( )

13.Result(“{rejecttheciphertext”)
14.Endif
15.Calculatem DEC k C= ( )( ). .1 .

16.Result m( ) .
17.End
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4. RESULTS AND DISCUSSIoN

TheproposedframeworkEECPKEisexecutedinjavaincloudsim.Theexperimentalsetupused
toimplementtheproposedframework,theresultsproducedreflectsdifferentperformancemeasures
andtheefficiencyofECCoverRSA.Underthisproposedframeworkwehavealsocomparedour
frameworkwithexistingtechniquesarepresentedinthissectionindetail.

4.1. Experimental Setup
TheProposedframeworkisdevelopedtobesuitableforanyfile.Filesofvaryingsizesaretaken
tovalidatetheoptimizationofprposedtechniqueoverexistingones.Is is implementedinCloud
SimulatorusingJavaLanguage.Theresultsgeneratedbythisproposedframeworkwithdifferent
performancemeasuresarepresentedinthesucceedingsection.

4.2. Dataset
ThedatasetforthedatastorageiscollectedfromthemedicaldatasetwhichistheDrugandHealth
plandataoftheyear2015obtainedfromtheofficialUSgovernmentsiteformedicine.Thedataset
containsCostBenefitReportStructure,Geography,LocalContractServiceAreas,PlanCobrand
Names,PlanDrugsCostSharing,PlanDrugTierCost,RegionalContractServiceAreasandPlan
Services.Theexperimentationresultsaregiveninthefollowingsections.

4.3. Performance Evaluation with Comparison
Theefficiencyofthisproposedframeworkcanbeprovedfurtherbycomparingtheresultsproduced
bythisproposedonewithotherconventionaltechniques.Herethecomparisonisperformedinthree
phases,theyaretheEncryptionTimeofthedata,re-encryptionofthedatawithdifferentencryption
techniquesalsothenumberofvalidDecryptionTimewithdifferenttechniques.Thecomparisonis
madebetweenthisproposedmethodandtheexistingtechniquesarediscussedinfollowingmanner.

4.3.1. Dual Authentication
Bycomparing the existing identitybasedauthentication (IBA) schemeswith thisproposeddual
authenticationschemeprovidesadditionalfeaturestoignoreexternalattacks,Table1presentsthe
compressedcorrelationoftheidentitybasedschemeandthisnewtechnique’scomparisontoseveral
damages.

TheTable1givenbelowdisplaysthefeatureconfrontationbetweenIBAandthisproposedscheme.
SincetheuserisauthenticatedbydualauthenticationwherewehaveusedOTPwhichisgenerated

dynamicallysotheintrudercannothavefalseloginorexecutethepasswordguessattackaswellas
offlineoronlineguessingattack.Theproposedschemehasusedasymmetricencryptionandproxy

Table 1. Security attacks analysis

Security Attacks IBA Scheme Proposed Scheme

Passwordguessattack ✓ ✗

Denial-of-service ✓ ✗

Offlineguessingattack ✓ ✗

Falselogin ✓ ✗

Onlineguessingattack ✓ ✗

Impersonationattack ✓ ✗
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re-encryptionthiswillsavethefilefromadversariesfoevenifhecometoknowaboutidentityhe
cannotguess thesecretandpublickeyof legitimateduser.Thisproves thatourschemeissaved
againstthementionedattacksandishighlysecure.

Theinitialvaluesofthechainmayleadthecellularphonestoexecutethehashfunctionsseveral
times.Thismethodmakesuseofsingle-waycollisionfreehashfunctionswhichisappropriately
faster.Thissystemalsoneedscommonauthentication,whichhelpstomakelesscomplicated.Another
majorperformanceofthisschemesis,notevenabitofdataissavedwithinausersystemlikesmart
phonesthentablets,simultaneouslyitmakesthesystemlessaffectedbutmoreprocessingefficient
andutilizelessmemoryTakingtheabovesaidadvantagesofourproposedscheme,itistabulatedin
theTable2bycomparingOperationalmechanism,Forwardsecrecy,Schemeefficiency,Password
change,Lostorstolen,Cloudbased,authentication,Costefficient(cloudcomputing)withtheother
schemelikeIBAIthasbeenprovedthatourproposedschemeworkswellthantheothers

4.3.2. Encryption Time
TheencryptiontimeofthedataafterencryptingitbytheproposedoptimizedEECPKEtechnique
iscomparedwiththeencryptiontechniquesforinstanceRSA.InRSAdependsontheAsymmetric
keyprovidedbytheuserencryptionisperformed.Withtheresultsproducedbytheseencryption
techniqueswithvaryingfilesizesinthisproposedoneiscomparedandtheoutcomesaregivenin
Table3andinFigure3.

4.3.3. Re-Encryption Time
TheFile in cloud id re-encrypted frompublickeyofowner topublickeyof recipient.TheRe-
encryptiontimeofproposedtechniqueiscomparedwiththeencryptiontechniquessuchasRSA.In
RSAisbasedonkeyprovidedbytheuserencryptionisperformedand.Theresultsaregiveninthe
Table4aswellasintheFigure4asfollows.

4.3.3. Decryption Time
Thedecryption timeof thedataafterdecrypting itby theproposed technique iscomparedwith
theencryptiontechniquessuchasRSA.InRSAisbasedonkeyprovidedbytheuserencryptionis
performedand.TheresultsaregivenintheTable5aswellasintheFigure5asfollows.

4.3.3. Throughput
ThroughputisequaltototalplaintextinKilobytesencrypteddividedbythetotaltime(tencryption
time+Reencryptiontime+DecryptionTime).Higherthethroughput,higherwillbetheperformance.

Table 2. Features and provision analysis

Features IBA Scheme Proposed Scheme

Operationalmechanism ✗ ✓

Forwardsecrecy ✗ ✓

Schemeefficiency ✗ ✓

Passwordchange ✗ ✓

Lostorstolen ✗ ✓

Cloudbasedauthentication ✗ ✓

Costefficient(cloudcomputing) ✗ ✓
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Table 3. Encryption time and comparison with RSA

File Name File Size (KB) Encryption Time(ms)

RSA ECC

F1 16 0.075 0.0214

F2 64 2.375 0.0782

F3 256 122.7 0.347

F4 384 439.1 0.657

F5 640 2132.95 1.351

F6 768 3739.95 1.629

F7 896 6186.5 2.187

F8 1024 9104.9 2.545

F9 1152 13058.25 3.012

F10 1280 17947.4 3.555

F11 1408 23702.1 4.104

F12 1536 31864.75 4.707

F13 1664 37659.25 5.295

F14 1792 48770.2 6.281

F15 1920 59248.95 6.283

F16 2048 70662.05 7.581

Figure 3. Comparison graph of encryption
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Table 4. Comparison re-encryption time

File Name File Size (KB) ReEncryption Time(ms)

RSA ECC

F1 16 0.24 0.0078

F2 64 4.995 0.0329

F3 256 235.35 0.224

F4 384 875.15 0.271

F5 640 4324.65 0.427

F6 768 7532.7 0.564

F7 896 12231.15 0.642

F8 1024 18257.8 0.665

F9 1152 26033.55 0.686

F10 1280 36078.2 0.793

F11 1408 47399.45 0.879

F12 1536 63406.15 0.905

F13 1664 75619.5 1.045

F14 1792 97120.65 1.434

F15 1920 118493 1.961

F16 2048 140209.5 2.277

Figure 4. Comparison graph of re-encryption time
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Table 5. Comparison decryption time

File 
Name File Size (KB)

Decryption Time(ms)

RSA ECC

F1 16 0.08 0.0088

F2 64 2.535 0.043

F3 256 119.75 0.242

F4 384 438.65 0.329

F5 640 2165.35 0.533

F6 768 3752.35 0.633

F7 896 6174.05 0.694

F8 1024 9121.05 1.099

F9 1152 12989.3 1.224

F10 1280 18105.3 1.343

F11 1408 23653.15 1.601

F12 1536 32396.05 1.907

F13 1664 37597.05 2.082

F14 1792 48461.55 2.127

F15 1920 59515 2.443

F16 2048 69920.35 2.674

Figure 5. Comparison graph of decryption time
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Table 6. Comparison of throughput

File 
Name File Size (KB)

Throughput(KB/Sec)

RSA ECC

F1 16 0.040506329 0.421053

F2 64 0.006461383 0.415315

F3 256 0.000535789 0.314883

F4 384 0.000219066 0.305489

F5 640 7.42205E-05 0.276936

F6 768 5.11148E-05 0.271762

F7 896 3.64351E-05 0.254329

F8 1024 2.80673E-05 0.237642

F9 1152 2.21193E-05 0.234051

F10 1280 1.77455E-05 0.224917

F11 1408 1.48594E-05 0.213852

F12 1536 1.20313E-05 0.204282

F13 1664 1.10289E-05 0.197578

F14 1792 9.22036E-06 0.182077

F15 1920 8.09249E-06 0.179658

F16 2048 7.29366E-06 0.163422

Figure 6. Comparison of throughput
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Throughput
FileSize

TimeofEncryption Timeof Encryption Tim
=

+ +Re eeofDecryption( )


Bythevalueobtainedfromtheencryptionprocess,thethroughputvalueiscalculatedfordifferent
filesizes.TheaboveTable6showsthecomparisonbetweenthethroughput.TheresultsinFigure6
exposedthattheproposedtechniqueattainshigherthroughput.theproposedapproachovertakesthe
otherbecauseofusingdualauthentication,thereliablealgorithmwhichwasusedinthere-encryption
processaswellasrecovering.Theoverallschemeoptimizedtheoveralltimeforcomputation.Hence
itshowstheproposedschemeworkswellcomparedtoexistingscheme.

5. CoNCLUSIoN

Sharingdatathroughcloudisgrowingrapidlyhoweverprivacyandsecurityisthemostsignificant
concernwhilesharingdataespeciallyinpubliccloud.Inthispaperwehavepresentedasecuredata
sharingencryptiontechniquecalledDynamicUnidirectionalProxyRe-EncryptionandCiphertext
PolicyAttributebasedEncryption comprisingof fivephasesAuthenticationCheck,Encryption,
DataIntegrityChecking,UserConfirmationandDataRetrieval.Thesephasesensuresfinegrained
accessofdataalongwithmaintainingtheconfidentiallyandprivacy.Theuser/clientcanberevoked
withoutgeneratingandredistributingthekeys.Eveniftherevokeduserandcloudcolludesthesecret
keyoftheownercannotberetrieved.Throughresultswehaveprovedthatourapproachismore
optimizedincomparisontomostcommonlyandwidelyusedencryptionalgorithmsnamely:RSA.
Thethroughputisincreasedbyapproximately30%.EECPKEcanencryptthedatawithsamesecurity
butwithsmallerkeysizeandlesstime.InRSAthetimeofencryptionanddecryptionincreases
exponentiallywiththeincreaseinsizewhichisalmostnegligiblewithEECPKE.Infuturewewould
beworkingonsecuredsharingoffilesofvaryingtypelikeimage,pdf,etc.
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