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Abstract- Big data is a collection of large amount of data
which increases in volume, velocity and variety very rapidly. As
a researcher, deriving values of importance from this large
repository of data is utmost important and challenging. This
paper discusses the methods for using Probabilistic Data
Structure in Big Data Analysis. The application is primarily
focused on Bloom Filters as processing of big data is a major
challenge because big data is a continuous stream of rapidly
increasing data. To have maximum benefit from data, a bloom
Filter can be used so that usability of big data can be achieved
while decreasing space or time.
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I.  INTRODUCTION

Big Data relates to a large amount of heterogeneous or
homogenous data from multiple sources. The largeness of Big
Data correlates with large data storage, efficient data
collection and networking of devices. Presently, data has
become fuel for many research, production and business for
generation of services or products such that it is often
considered as fourth factor in production, along with other
factors such as capital, human resources and machinery
[1].There are many challenging issues regarding utilization of
Big Data. Researchers involving in Big data have many
challenges regarding accumulation, storage and analysis of
Big Data so t involved in hat the enterprise or business using
Big Data can have maximize benefit using minimize resource
involved in Big Data. The life cycle of Big Data [2][3][4]
have the following stages,

A. Data Generation

Data is generated from various sources such as social
networking sites, mobile device, networked device, sensors to
name a few.

B.  Acquisition

This step consists of three stages: Collection, transmission
and pre-processing. After acquisition the data is filtered and
ready to be stored.

C. Storage

Secure, large storage capacity having fast access is
required. Some examples are flash storage, DAS attached
storage and hyper-scale computing environment. Hyper-scale
computing environment is used by google and facebook user.

D. Analysis

Analysis means extracting of critical piece of from large
horde of data by applying variety of techniques.

During data acquisition phase data is available from many
sources [2]. Illustrations can be of Data Set used by CERN is
13-15 petabytes in 2010, Social Media site twitter has 12+
TBytes of tweets growing everyday [5]. To derive some
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values from these enormous data researchers are focussing on
the various stages of Big Data.

The conventional data structures and algorithm are not
sufficient to manage larger and more complex dataset of Big
Data.

In this paper, we have produced a brief overview of an
advanced technology called Probabilistic Data Structure and
Algorithm. We have discussed the common Probabilistic
Data Structure and their implementation in Big Data
Analysis. These algorithms are basically based on a variety of
hashing techniques. They provide approximate results as
compared to conventional data structure. Probabilistic Data
Structure are used to optimize the fixed or linear memory.
There execution time is constant in general. Some of the
popular Probabilistic Data Structure are Bloom Filter, Hyper
Log Log, g-Digest, Count-Min-Sketch, SimHash etc. Many
Organisation and applications uses these techniques such as
Google Big-query, Redshift by Amazon, Cassandra by
Apache to name a few.

Section 2 discusses about Probabilistic Data Structure and
its types. Section 3 elaborates about one of the common
Probabilistic Data Structure and Algorithm called Bloom
Filter and explain its role in Big Data processing and storage.
This paper aims to provide a concise study of Probabilistic
Data Structure, its types and implementation in Big Data
Analysis and Processing.

II. PROBABILISTIC DATA STRUCTURE AND
ALGORITHM

Conventional Data Structures are not suitable for
analysis of the huge capacity of Big Data because the
computational and time complexity is large. Probabilistic
Data Structure is more efficient in its involvement of
constant factor in actual run time. Thus they are suitable
for Big Data processing.

One of the common task in data processing is
classifying the data by using check conditions, determining
the occurrence and number of unique elements, frequency
of elements etc.

Hash Tables and Hash sets are most widely used for
this purpose. But these data structures are not suitable
when dealing with enormous velocity, volume and variety
of Big Data. For dealing with these data, Probabilistic Data
Structure are proposed and found to be beneficial in big
data processing and analysis. These techniques are based
on hash functions to represent a set of elements randomly.
They provide answer approximately. However, reliable
sources to estimate error is also given. They use much less
memory and have constant query time. They can be
paralleled and supports union and intersection operations.
All these make Probabilistic Data Structure suitable for

Authorized licensed use limited to: AMITY University. Downloaded on November 02,2020 at 09:12:32 UTC from IEEE Xplore. Restrictions apply.



Big Data Analysis and Processing. They are used in all the
aspects of Big Data, viz., Volume to check the
membership, Velocity to find frequency and rank and

Variety to check similarity.
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Fig. 1. Some Common Probabilistic Data Structure and their applications

In the figure 1 we see that Bloom filter and Quotient
Filters are used to check membership, i.e. if any elements
belong to a given set. Count Min Sketch and Count Sketch
are used to calculate frequency of data elements occurring in
some datasets. To find the similarity or form clusters,
SimHash and Minhash are used. Random Sampling, q-digest
and t-digest are used to rank the elements in appropriate
order. Other popular algorithms are Linear Counting, LogLog
and HyperLoglog which are used for counting purpose.
There are many probabilistics Data Structure and Algorithm
which are suitable for its application in Big Data Analysis. In
the subsequent section we have discussed about the working
and impact of Bloom Filter in analysis of Big Data.

III. BLOOM FILTER

A Bloom Filter is a probabilistic data structure to quickly
test whether data sets belong to a larger set by using multiple
has functions [10] [11]. Bloom Filtering Technique is used to
test whether an element is a member of a set. It returns two
types of result that can be defined in false positive or false
negative. It is used to check membership of an element e in a
set of S elements. The output of Bloom Filter is either
element e might be present in S or it is not at all present in a
particular data set. The fundamental concept of Bloom Filter
is to use multiple hash function to determine whether an
element belongs to a particular data set. Bloom filter
essentially consists of a data set, generally consisting of 0 or
land some hash functions. Hash functions have two
applications in Bloom Filter: adding new Positives and to
check membership of data. The number of hash function to be
used depends on the required accuracy of bloom filter. Other
factors impacting the accuracy of bloom filter are size of the
data set and number of elements added to the set.

A basic Bloom filter works in two steps:

7

1. Adding positive to the data set.

2. Testing for member ship in set

The data structure used in Bloom filter consists of an array
of n bits where every bit is initialized zero. Membership of
any element into the bloom filter is done by using hash
functions. If the result of hash function is positive, then set
corresponding bit to 1 else no change is done. In this way
adding positives to the Bloom filter is done. The number of
hash functions to be used depends on the required accuracy of
the Bloom filter. In Bloom filtering the inputs given to the
hash functions to add positives should be relevant.

0/1

Data 0/1

0/1

0/1

Fig. 2. Adding element in the Bloom Filter.

The data might be taken after initial some
amount analysis, that means to build the Bloom
filter, some initial level of analysis is required. By
using the result of this analysis and some hash
functions the bit values in the filter will be set to
positive or negative.

After adding positives to the data set, the Bloom
filter is ready to check the relevance of the input
data by using the same process but in a reverse
way. The hash functions are applied to the input
data and if the corresponding bit is 1 than the input
is a suitable for further processing else it is
discarded

To build Bloom filter for filtering e first we
must find out a reliable hash function h(x). By
using h(x) we set positives to the bit array used in
data structure. We might use more than one has
function depending on the desired level of analysis.
After building the data set in the Bloom filter, all
the data are filtered by checking whether the bit is
position or negative in the bit array.
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Fig. 3. Querying in Bloom filter.
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In Figure 3 we have used three hash function
h(x),f(x) and g(x) which can be used in filtering in
Big Data. It can be illustrated by figure 4.

A

Filtered data

un-filtered dat?

Fig. 4. Filtering in Big Data

Increase in the number of hash function, lowers false
positive rate but it will increase in programming overload in
insertion and checking. Increase in size of bit array will also
lower false positive rate but it will increase the space needed.

There are four main categories of Bloom Filter.
e  Static Bloom Filter uses fixed size array.
e  Counting Bloom Filter uses counter, in licu of array.

e Incremental Bloom Filter uses dynamic array which
keeps on changing depending upon the number of
elements.

e Ageing Bloom Filter uses a cache system based on
Least Recently Used Algorithm.

Some of the applications of Bloom Filter in Big Data
analysis is discussed as follows.

Bloom Filters was first used by Burton H. Bloom in 1970
to search in dictionaries and databases [13]. In 2000, Fat et al.
used counting Bloom Filters to support frequency query in
web caches[14].Cohen and Matias used Special Bloom Filter
to filter minimum count of an element in multisets[15]. In
2003, Kumar et al. used Bloom Filter to measure traffic flow
in Blind streaming [16]. Deng et al. used bloom filter to
detect redundancy in stream data[17].Almeida et al. used
bloom filter to apply membership query in streaming of Big
Data[18]. In 2010, Goel and Gupta used layered Bloom Filter
for supporting Big Data frequency query [19]. Hua and Li
used Bloom Filter to approximately test membership in big
data with disruptions [20].

IV. DISCUSSION

Big Data is heterogeneous, voluminous and sometimes
incomplete and inconsistent. For efficient and effective use of
data, its processing must be reliable and automated. One of
the main issues is storing, indexing and categorizing massive
data. This paper discusses Probabilistic Data Structure and
one of its type called Bloom Filter, which helps to achieve
constant space and time complexity in view of massive
streaming of data. Bloom Filter is simple and adaptive in
nature so it is used in a large number of applications. Bloom
Filter supports different operations like hashing, membership

query etc. Time and Space complexity of Bloom Filter is low.
Also computational cost of Bloom Filter is minimum.

V. CONCLUSION

The volume, variety, velocity and veracity makes analysis
and processing of Big Data by conventional Data Structure
difficult as it involves large space, time and computational
complexities. To overcome, this issue, Probabilistic Data
Structure and Algorithms are used in Big Data analysis and
processing. These give approximate results but the error
margin can also be calculated. Many types of Probabilistic
Data Structure and Algorithms are present which are involved
in different steps of Big Data Processing like membership
query, search, count, storage etc. Membership query is used
for identifying elements belonging to certain categories.
Bloom filter, Quotient filters etc. are common Probabilistic
Data Structure used in this field. In this paper, we have
discussed the role, implementation techniques and some
applications of Bloom Filters in Big Data Analysis and
Processing. This will help the research to have a basis
overview of Probabilistic Data Structure with emphasis of
Bloom Filter in Big Data analysis.
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