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Abstract - The outbreak of novel corona-virus pandemic
has caused the entire world to initiate a total lockdown and
thus, affecting the businesses and other economic activities
thus, as a work around several organizations are now
capitalizing the work from home paradigm that allows them to
continue with their economic activities with certain limitations.
However, such a widespread use of the above mentioned
paradigm has risked the privacy and security of the underlying
computer resources even more. Work from home (WFH) is
indeed the need of the hour but is full of loopholes which can
be exploited further by those having malicious intentions and
when a huge population of the world is following such a
paradigm then the threat becomes even more serious. The
underlying project aims propose a cyber security model for the
work from home paradigm to make it relatively secure. Just
like the Biba and Bell-LaPadula models which have been used
as a basis for many security practices in general, this project
proposes a similar model but specifically meant for the WFH
practice as following this paradigm doesn’t generally involve a
lot of people as compared to the traditional on-site working but
the risk surprisingly is more as individuals tend to avoid
security practices whilst following ‘at home’ ideology. The
model suggests various practices and steps to be taken in order
to ensure the confidentiality, integrity and availability of the
data with a focus on cyber hygiene.

Keywords: Cyber Security, Work From Home, Privacy, Cyber
vulnerability, Cyber Threat

L.

The novel corona-virus pandemic has caused the nations
to undergo lockdowns. As a direct outcome the economic
activities are impacted severely and thus, for ensuring public
safety and to follow the guidelines of social distancing
suggested by authorities like CDC and WHO, the work from
home paradigm was adopted so that the employees of an
organization can continue to contribute towards economic
activities. Considering the use of personal devices for
commercial and related purposes and general user habits, this
paper highlights common threats and vulnerabilities users
may subject themselves to while pursuing work from home.
Section 2 of this study marks the literature review in which a
few such threats and related cause of concerns have been
described which are generally unavoidable due to a
prolonged cyber habit being adopted by the users. Section 3
talks about a few popular security architectures like SSE
CMM, BLP and BIBA model, describing the imperatives of
a security structure, section 4 is the core of this paper, which
describes practices that can be adopted to ensure immunity
against the threats and vulnerabilities whilst WFH. Section 5
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concludes the paper and discusses the future prospects of this
study.

II. LITERATURE REVIEW

The use of personal devices for official purposes and the
unhealthy environment with (cyber) unhealthy habits. The
paragraph below describes various such habits which are
completely unhygienic from a cyber security perspective.
Although an obvious question rises that whether or not we
need strictness for security while following this paradigm as
many argue that if they’re by themselves then devices are
immune to unauthorized access and other threats but that’s
not true at all. Kaspersky Lab [1], a multi-national cyber
security firm better known for its Antimalware product
classifies these threats to be the most pertinent for personal
devices and thus adversely affecting the WFH ideology.

Considering the exhaustive usage of mobile and other
devices of similar nature leaves a constant threat of the
following:

e Rouge Wi-Fi Broadcast: Devices like Pineapple [2],
are capable of broadcasting rogue wifi signals over a
range and the attacker then could receive all of the
traffic from the connected users and in this case, if they
happen to use e-payments then their credit card
information for instance, can be leaked.

Faulty Anti-Malware Software: A majority of the
anti-malware software which are incapable of detecting
various attack vectors. Plus, on personal devices, people
often deliberately disable their anti-malware services.
Other than that there are many un-trustworthy
antimalware software within the market

Smishing & Phishing Attacks: SMS phishing and
spear phishing attacks are quite common attacks that
individuals working from home can encounter and thus
jeopardize lot of information.

Privacy Threats: The most common and the most
dangerous threat for individuals working from home.
Privacy is not restricted to the physical access of your
device there are various other sections in it. [3]

The Bell-LaPadula Model especially meant for
government and military applications in order to enforce
access control. The reasons for such models to exist are
simple i.e. laying down a well defined structure for ensuring
security and privacy among a hierarchy. Then, whilst
following the WFH there is no such hierarchy but there are
threats and vulnerabilities that must be taken care of.
Accessibility is an important aspect to ensure security. It
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wouldn’t be wrong to state that in order to ensure security in
the digital realm has a lot to do with information privacy
more so than physical privacy and this has always been the
concern for many users this is quite evident from [4] in
which a research was conducted that raised concerns for
many popular websites collecting lots of personal
information covertly and thus caused anxiety and panic in
lots of users.

While working from home the employees do get physical
privacy and security however, information privacy is always
at a threat due to various cyber habits. For instance from [5]
we can decipher how modern trends and advancements in
technology like data mining and machine learning has
jeopardized a user’s existence on the internet especially in
terms of data and its underlying analysis for sake of
providing better services or recommendations and that being
applicable on other sectors as well and not just on medical
data. Then at the most basic level, ensuring security of the
employees is a challenge because their psychological well
being has to be considered too. In order to do so, there is
indeed an excising concept of anonymity however, in
pursuing a professional life anonymity cannot be completely
afforded. The concept is still a matter of debate. Also, it is
subjective i.e. it is not the same for everyone. The attack
vectors mentioned above continue to pose an imminent threat
to the users following the work from home (WFH) paradigm.
Below are some cases to provide an overview of the same:

e Covert Triggering of Microphones & Cameras in
Smartphone: As fictitious as it may sound, but yes
there is evidence concerning the cameras and
microphones in these smart devices are capable of
eavesdropping on costumers, evident from [6] when
Vizio a television set manufacturing company was
accused of snooping on FTC owners. The former
had to agree upon paying a penalty to latter of worth
$ 2.2 Million

Snooping by various Voice Agents like Cortana,
Bing, Siri, Google, etc: Accidental triggering of
such agents on the computers and cell phones and
their transition into an active listening state clearly
raises questions as they too are capable of
communicating with various servers for sharing that
information.

Operating Systems are Spying on Users: The
Dutch Data Protection Authority (DPAA) has
accused Microsoft for its worldwide popular
operating system, Windows 10 of not clearly
specifying its users of the data collection which is
enabled by default. DPAA has also mentioned that
Microsoft also has not specified the kind of data they
collect from users and its underlying purpose. [7]

Mobile Applications are on the list: Various
mobile applications need your live location in order
to perform their functioning well. For instance,
Google always keeps a track of its user’s locations.
Not only that, the searches made via Google search
engine stay on Google servers for several years for
one obvious reason i.e. analytics.[8]

Privacy and anonymity are always in a jeopardy regardless
of the whereabouts of the employees. Mentioned above are
just few examples of what is really a long list. Many people
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these days also make extensive use of wearable technology
like activity trackers, heart-rate monitors for instance,
Pentagon USA, examined the wearable activity trackers of
the US military and that too revealed way too much about
the fitness routines of these officer, their locations, where
they go for cycling and jogging, which obviously is harmful
for an organizations like the military. Although WFH is not
that serious but, is also liable to certain breaches due to the
tools and technology being used for availing working
facilities.  Software like Microsoft Teams, Zoom
Communication’s Zoom, Skype, etc. During the lockdown
period these tools have become a tradition, but recently it
was noted that Zoom has a security breach. Some of the
highlighted flaws are: [10]

it allows anyone to join meetings and share
objectionable content

e  Accused of selling private user data

e Leakage of email addresses.

With these few reasons alone it is quite evident that
following the WFH paradigm for long times is indeed a
challenge

III. RELATED WORK

This section examines a few concepts and ideas of
security, privacy and anonymity. Examining from an historic
perspective, the ideation used today for WFH is indeed a part
of what is known as the (Group Decision Support System)
[11] which is further a subset of widely adopted paradigm
that rose with the ease of access to the internet, Computer
Mediated Communication [13]. The need for cyber
anonymity also attracted attention due to a political
architecture known as democracy. However, a little lower
aspect. Privacy as the theme of this entire study is built
around strengthening it. Implementation of cyber security is
a crucial task because of the settings it advises to follow.
Often it is not easy to merely do exactly as a model specifies
and due to human errors data or security breach happen. To
introduce the reader to a few applications of the security
models, a briefing of widely adopted models is provided
below:

e Software Security Engineering Capacity Maturity
Model provides assurances to those applying it
regarding the security practices being adopted by an
organization in the security domain. The entire SSE
CMM comprises of a couple of components such as,
a model for processing of security techniques and
projects of organization, along with the assessment
methodologies to know the maturity of the model
[14] following are the levels of maturity in the SSE
CMM model

Level — 0: All the basic practices (security)
have not been implemented

o

o Level - 1: The basic security practices
have been performed but without any
standardized documentation

o Level - 2: Appropriate planning and

tracking of activities

Authorized licensed use limited to: AMITY University. Downloaded on November 02,2020 at 11:07:05 UTC from IEEE Xplore. Restrictions apply.



o Level — 3: The processes are properly laid
down and are being followed according to
a set standard and definition.

o Level — 4: Constant observation of the
process through quantitative measures

o Level - 5: Adaptable to changes and

constant improvement in the processes

Bell — LaPadula Model : is one of the most well
known security model, designed for ensuring the
confidentiality of the information. However, it is
considered way too rigid to be used in commercial
applications for the fact that it was designed for
military applications. But, with certain modifications
it can be adopted to commercial environments. The
pillars of this model are mentioned below:

Mandatory Access Control: defines permissions
regarding operations on a resource in accordance
with defined attributes such that the rights of one
subject are not to be exercised with others. There are
two principles, namely a subject and an object and
MAC defines the practices that a subject can do on
the underlying object.

The BLP policy defines various security practices along
with discretionary access control. To be appropriate, the
Bell-LaPadula model comprises of the following structure:

e There exists a set of subjects S, a set of objects O

and a set K of security levels for a given system

A dominance relation with respect to security
policies K.

(fsf, fo) a set of triplets, where the first two elements
are functions mapped to subjects with their
maximum and at-present security levels.

A set of access methods P = {e ,r, a, w} conveying
sending, reading, appending, executing and writing

A set which is a proper subset of sets S, O , P which
defines the access rights available to users along
with a discretionary access control set

The Biba Model overcomes the flaw of the
aforementioned BLP model i.e. the latter takes no
consideration of data integrity and only data confidentiality.
That being mentioned the biba model stands fit in a
commercial application than the BLP model, comprising of
two major rules given by its founder Kenneth J. Biba
namely:

e Simple Integrity Rule: The subjects (users) are divided
into various classifications with each being designated a
set of rights. Keeping that in view, a particular subject
residing in a particular classification cannot access/read
the data (or object) of a lower classification thus
ensuring no read down [15]

Integrity Rule: Just like the simple integrity rule, the
integrity rule ensures that a subject at a particular level
should not be able to write the object to a higher level
classification lying beyond their permission. Doing so
ensures that no erroneous information is passed to the
higher levels. [16]
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The diagram explains the depiction and idea of the Biba
model, showing the classifications with arrows and the table
adjacent to it shows access rights with respect to the objects
or resources within an organization. Clearly, following the
architecture ensures data integrity as not all the subjects are
able to access all the objects.
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Fig. 1. The Biba Model

IV.  PROPOSED WORK

While following the work from home paradigm, although
users can ensure physical privacy concerning the physical
access of their devices. There are however various risks
involved as lots of commercial activities go on through
personal devices. Due to faulty cyber hygiene and other
erroneous digital habits, the WFH paradigm is risky. This
section provides a framework comprising of certain steps and
practices to strengthen the WFH experience. But, first below
is a glimpse of some widely adopted cyber habits that are
common to almost every device.

e  Microsoft Windows 10 as primary operating
system: Based on a user’s browsing habits windows
10 generates an advertising ID which in turn not
only track your browsing habits but also the

activities done via windows apps.

The Location Tracking Feature: Generally, when
moving with Windows 10 installed portable devices,
the operating system tracks the user’s location to
enable various features like temperature, places
nearby, etc

Cortana: The Windows 10 digital assistant, that can
automate a few mundane tasks, has a trade-off i.e. it
constantly keeps an eye on the device and often
communicates with the Microsoft servers. Not only
that the accidental triggering i.e. activation of
Cortana client even when the trigger word hasn’t
been spoken raises questions.

Habits with Antivirus software: A majority of
windows users often disable anti-virus their software
due to various reasons, like false alarms/warnings,
antivirus interfering with applications, etc. however,
doing so invites an obvious risk in terms of security.

It is also important to note that there are numerous kinds
of privacy related threats and vulnerabilities coming from
various other sources. The diagram below depicts the threat
and vulnerability structure in context of Windows 10 default
settings. Ul is simply a user liable to the shown happenings.
With the advent of WFH paradigm, the devices may contain
sensitive data and as depicted below, it is risky in terms of
the Confidentiality, Integrity and Availability of the data.
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Fig. 2. User & Threat Relationship

In order to provide strength to privacy and CIA triad of
the information, the only thing that has to be done, is to be
able to break or weaken the link between the user U1 and the
threats depicted. In order to further strengthen user’s privacy
to ensure CIA triad of user data following steps are
proposed:

e Making use of Duck-duck-go search engine for
online privacy: Duck-duck-go is one of the several
alternatives to Google search engine, which is more
secure and doesn’t track user searches. Google on
the other hand, gathers loads of information from its
users, like emails, search-history, etc. Its counterpart
duck-duck-go, follows the privacy motto. It also
enables various other features like, random password

generation, website status check, etc. [9]

Woes of Windows: A major problem with windows
is that it is the most popular choice for personal
computers and so, tons of malicious programs exist
to cause harm to it. Also, one reason why malwares
are so vicious on a windows system is because of the
system administrator account. Thus, a program has
the most of the privileges making windows more
vulnerable to threats.[12]

Windows Registry & Shell-bags: Windows registry
is a hierarchical database that stores all the
information a running version of operating system
needs like timestamps, meta-data of hardware
devices, operating system settings and meta-data of
installed programs. Shell-bags provide information
regarding what files and folders were accessed,
while they prove to be an important forensic artifact,
they do jeopardize user privacy.

The primary aim is to break the link between the user U1
and the threats. Breaking the link requires some new habits
and knowledge which may appear cumbersome at first from
an UX perspective. The use of Linux for personal computing
would aid in breaking the link due to the following factors:

e Variety of Linux distributions: Numerous Linux
distributions are available for free, users can choose

the one which fits their needs.

Majority of viruses and malicious software are
designed to target windows: Linux operating
systems stay unaffected from such malwares,
considering their immunity they’re the primary
choice for forensic and malware analysis procedures

No administrator at all times: unlike windows
operating systems, in any Linux distribution, the user
account does not have all the privileges even though
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they’re system administrator accounts but, the core
of Linux user management lies with the root user,
which has to be enabled first, so the programs do not
have all the privileges.

Open source technology: Linux is flexible as
compared to windows operating systems. It works
according to the needs of the user. For instance,
windows forces users to install updates but it is not
the case with Linux.

V. CONCLUSION & FUTURE SCOPE

The objective of this study was to propose a framework
for the work from home paradigm which has become a
practice during these hard times of a worldwide pandemic,
the briefing of well known threats and vulnerabilities and a
small idea that’d enhance user privacy, the diagram above
depicts a relation between the users and the threats and
vulnerabilities they expose themselves to. The small
proposed framework attempts to break this link. The future
scope of this study revolves around examining the security
structure of Linux and other related open source resources.
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