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Abstract- The '"sensor nodes" in a wireless sensor
network are the individual devices that collect data and are
powered independently. These nodes act as sensors and
processors. The credentials of a compromised node can be
used to create multiple identical "clone" nodes elsewhere in
the network. The community could be harmed in the short or
long term by the proliferation of these clone nodes. In this
paper, the authors discuss a hashing-based technique that
avoids the need for this information. Every cluster's leader
implements the proposed method for locating clone nodes,
considering the hierarchy present in the data. The simulation
results demonstrate its superiority over RDB-R and TDS.

Keywords — Clone node or duplicated node, Wireless
Sensor Network Computational complexity, Probability of
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L INTRODUCTION

Wireless sensor networks are characterised by nodes
that are completely self-contained, generate their own
power, and work together to achieve a shared objective
(WSNs). These nodes, when distributed throughout an
area, may gather, analyse, and send data in order to carry
out a variety of functions, including environmental
monitoring and the detection of fires. WSNs are utilised
rather regularly for a variety of purposes, including but not
limited to the following: monitoring the health of
machines; monitoring industrial operations; researching
marine ecosystems; exploring hazardous regions;
monitoring caves; and monitoring mining activities. WSN
is utilised for a broad number of monitoring objectives,
some of which include monitoring the health of machines,
the health of the military, the health of the industrial sector,
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and the health of individual consumers. [1] [2]. WSN is
susceptible to a wide number of different types of assaults.
Attacks may be classified into two distinct groups: those
that call for two tiers of defence, and those that don't. [3]

[4].

In the case of an assault, the person responsible for it
may be situated anywhere, either inside or outside of the
network. If hackers already have access to the network,
they may try to get access via analysing the network's
structure. On the other hand, attackers coming from outside
the network are not truly connected to it in any way. An
illustration of a layer-agnostic attack is a clone assault,
which is sometimes referred to as a node replication attack.
An attacker has the ability to physically grab a sensor node,
retrieve data such as the node's id, and then return to the
network to duplicate more sensors with the credentials that
they have obtained. The cloned version retains the original
sensor's distinct identification as well as its fundamental
properties and characteristics. This information will be
utilised by a cloned node in order to successfully establish
a connection to the network. These nodes have the potential
to cause serious problems for the network as a whole.
These nodes seed the cloned node's network traffic with
manufactured information while also monitoring network
traffic through the copied node.

Damage might be done to the network as well as the
information that is being delivered if there is a clone node
present. We have conducted the necessary investigation
and come up with a few potential solutions to the problem.
There are several different approaches that may be taken to
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target clones in wireless sensor networks that are static. On
the other hand, the bulk of these methods are dependent on
either information from GPS or sensors located nearby.
There are now two ways available for identifying clone
nodes, and they are referred to be centralised and
decentralised. Due to the many drawbacks associated with
methods with a single center, people rarely use centralised
methods. The base station is responsible for data collection
and analysis across the network in order to identify any
potential clone nodes. Having stated that, the base station
is the component that is the utmost important. There is no
way that detection can work properly in the absence of a
working base station. The adoption of decentralised
strategies has resulted in a shift away from concentrating
attention on a central location. The discovery of clones
requires participation from all of the nodes. Decentralized
methods have become increasingly popular in recent years
as a response to the drawbacks of centralised ones.

Look down below to see how the rest of this project is
put together! In this second and final part of the series, we
will talk about the extensive literature survey that was done
in this area. The research provides in-depth descriptions of
both centralised and decentralised methods of operation.
[Citation needed] [Citation needed] The nature of the
problem and the strategy that was used to implement the
network are broken down in detail in the third section of
this analysis of a network. In the fourth part of this
breakdown, the approach that has been suggested has its
underlying algorithm outlined. We calculate the
complexity, and then we show how likely it is that the hash
will collide with itself. Section 5 contains a presentation of
the results of the simulation. In this section, we will talk
about the simulation's parameters and make comparisons
between the two different simulation runs. The project is
summed up in Section 6, which also takes a look into the
future of scientific investigation.

IL. LITERATURE SURVEY

According to the theory of Parno et al. [5,] every node is
able to interact with its surrounding nodes. This enables
detection to be performed centrally. The sink node is able
to determine the identities of the clone nodes since it is
aware of the locations of those nodes. The random key pre
distribution and the bloom filter are the two fundamental
components of the new method that Brook et al. [6] have
presented. The fact that it has such a high percentage of
false positives and false negatives is its greatest
shortcoming.

Parno et al. [5] present a method that demonstrates how
trustworthy multicasting may be accomplished through the
utilisation of "witness nodes." An assault against this
witness node is something that can be attempted. Parno et
al. [5] also highlighted the several ways that RM and LSM
can be located. Within RM, assertions of location are
transmitted to "witness" nodes that have been chosen at
random. LSM, in contrast to RM, makes it simple to
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pinpoint a particular forwarding node since every node
keeps a record of its own claimed position. This makes it
possible for LSM to replace RM. Zhu et al. [7]
demonstrated the existence of two distinct forms of LSM:
SDC and P-MPC. The manner in which you go about doing
this will also be impacted by where you are. M. Conti and
his fellow employees [8] developed RED, which can only
be used within specific time slots. There are usually two
steps involved in the execution of a protocol. The first thing
that occurs is that a random number with the designation
rand is transmitted from the base station to each of the
nodes in the network. We will search for anything during
the second step, which we will refer to as "detecting."
During the phase of detection, every node in the network
broadcasts its claim in order to connect with the other nodes
that are close (ID and position). Several witness nodes will
be contacted at various points over the duration of the
execution. This method needs little memory but effectively
zeroes in on the problem at hand. The location is another
factor that contributes to the overall effectiveness of this
technique. A. K. Mishra [9] is the one who came up with
the idea for the zone-based node replica detection
technique. This tactic is effective because it divides the
network into a number of zones, each of which is led by a
leader who is responsible for identifying instances of
duplicate nodes. Within the framework of this protocol, the
finding of information occurs in two steps. The process of
detection is broken up into two stages: first, it takes place
within a certain zone, and then it moves on to take place
between zones. Unsecured wireless networks are
susceptible to attack if an unauthorised user successfully
impersonates the zone leader. Kwatae Cho et al. detail one
approach to replica discovery that does not rely on
geolocation data but rather on the identifiers of
neighbouring nodes in their paper [10]. This approach to
replica discovery is described in more detail. Through the
use of a bloom filter, the IDs of neighbouring nodes are
equally decreased. Using the IDs of their neighbours, our
method uncovered any clone nodes in the network. A
bloom filter is applied so that node IDs that are adjacent to
one another look the same size. Bloom filter output, also
known as BFO, is sent to particular nodes so that evidence
can be gathered. The Randomized Distributed Bloom filter
using Replica (RDB-R) scheme performs exceptionally
well. This is due to the fact that it is not dependent on any
particular deployment strategy and does not call for a
connection to a global positioning system (GPS). This leads
to significantly lower costs for the sensor nodes themselves
as well as increased communication capacity. Despite this,
there are problems with the level of detection as well as the
amount of memory that is needed. Zhimingzhang et al. [11]
propose a TDS with orthogonal code, which is comparable
to [12 - 17].

Calculations of energy are necessary for every
authentication-based method, which are described in
[18][19][21][22][23][24]. [18][19][21][22][23][24] In
[21], it is discussed how to detect a node replication attack
in mobile wireless sensor networks by tracking the
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locations of "watch dog" nodes over the course of some
time. In particular, a threshold is compared to the rate of
motion that sensor nodes are experiencing. When a node
moves a greater distance than the threshold, this behaviour
is regarded as malicious.

III. PROBLEM DEFINITION OF PROPOSED
WSN

When one of the nodes in a wireless sensor network is
subjected to an assault, the security of the entire network is
compromised. These kind of assaults demand emergency
medical intervention straight away. Several methods have
been developed over the years in order to identify the
various types of assault. These methods do a good job of
recognising attacks, but they suffer from a number of
limitations that make them less than ideal. Nevertheless,
they are useful. These drawbacks include a high cost per
sensor node, a low likelihood of detecting an attack, poor
storage efficiency, low energy efficiency, poor
communication efficiency, poor computational efficiency,
and a low likelihood of detecting an attack. The majority of
the suggested solutions call for the utilisation of pricey
ancillary components such as global positioning systems
(GPS), which drives up the cost of sensor nodes. For this
reason, it is of the utmost importance to both prevent and
discover attacks that require the least amount of interaction,
storage, calculation, and memory possible. Figure 1 clearly
demonstrates that there are two different categories of
nodes currently in place (category 1 and category 2). There
is a gap in capabilities between the two of them. Each node,
once it has been initialized, will use the LEACH [20]
algorithm to find its neighbours and establish a cluster. In
Figure 1, we can see how the head of the cluster takes on
the appearance of a tree. Greetings have been sent through
to the primary hub of operations.

IV. Low COMMUNICATION OVERHEAD AND LOW STORAG
OVERHEAD(LCLS) METHOD

The technique that is being suggested may distinguish
between identical nodes while also cutting down on the
overhead of data transit and storage. In a cluster, there are
a total of N nodes. A replica of the whole N-item list is kept
at the very top of the cluster, which is the only place in the
cluster where the value is always 0. In Figure 2, we can see
how the Heads algorithm increases A[i] by computing (i=id
mod N). Total array values equal cluster size. When Cluster
receives a new welcome message, it adds the message to a
second list that it refers to as B. By comparing the two lists,
it is possible to identify clones.

O Sink Node
¢ Categorv 1
9 Category 2

Fig. 1 Setting up a wireless sensor network with different types of
sensors
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Step 1. Initialize a list A and Sum, to zero Set A[] «
0,Sum, « 0,
Step2. Identifies the nodes in the cluster and
i<id mod N.
Step 3. A[i] «A[i]+1
Step 4. If receives a sleep signal from node k

j<kmodN

Alj] < Afjl-1
Step 5. Repeat step 2 — 4 for all nodes.
Step 6. For i< 0 to N-1
Sum,«<Sum, + A[i]

Clone Detection
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Step 1: Set B[]« 0, Sump«— 0

Step 2: For each node k in the cluster
Step 3:j « kmod N

Step 4: Increment BJ[j]

Step 5: For i« 0 to N-1

Sumy,<Sumy+BJi]

Step 6: If Sump# Sum,
Fori<0 to N-1

If A[i] # B[i]
If B[i] -A[i]

message to all clusters
Else

<Ti send an alert

Discard all nodes that mapped to
A[i] from the network.
Figure 3 illustrates the application of the LCLS algorithm.
In Figure 3, we can see Cluster X, which consists of seven
nodes, constructing its list A and calculating Suma by
collecting messages (a). Following the recording of each
value in list B, that value is then compared to the entry in
list A that most accurately characterises it. When the
difference between B and A reaches a certain level, the
neighbouring clusters are notified about the situation. Only
the nodes that are still linked to the same physical location
are left when others in a cluster are removed. Figure 3
demonstrates how the node 1345 is replicated across all of
the nodes that make up cluster x. (b). A comparison of lists
A and B is used to generate warning signals that are sent to
clusters that are located in close proximity to one another.

The time that is necessary to complete the LCLS algorithm
that has been presented stays the same regardless of how
long the list is. The maximum size of the list is directly
proportional to the total number of nodes in the cluster.
Therefore, the amount of work that is required is N log N,
where N is the total number of nodes that are part of the
cluster. This operation is carried out C times whenever
there are C network clusters.
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Cluster X

e < withid 1345

Node IDs: 1256, 1258, 1345, 1367, 1134, 1189, 1141 Node IDs: 1256, 1258, 1345, 1367, 1134, 1189, 1141

o nitalization at Cluster (b) Detecting Clones

Fig. 3 LCLS

The overall computational complexity may be
calculated using the formula T = O(C * N). When using the
proposed technique, the length of time it takes to transmit a
message is determined by the number of degrees possessed
by each node. Every cluster head that discovers a clone
node quickly notifies the other heads in its neighbourhood.
The eliminated nodes make it more difficult for the cluster
head to see the whole network. You are able to examine the
relative prices of communication and storage in Table 1.

TABLE 1 COMPARISON OF COMMUNICATION AND STORAGE COST

Algorithm) Cost of Cost of storage
communication
RM O(n) O(n)
LSM Random Key D(v/n) D(vn)
Distribution
(gpdn+/n) O(gpd)
(log n) D(k)
RED TDS 0(d) O(d+M)
Proposed methodology  |0(d) O(N-+d)
of -LCLS

V. RESULTS AND DISCUSSIONS

On the basis of the information shown in Table 2, we can
see that the region that was analysed has a dimension of 500
by 500 pixels, with 200 nodes falling into Category 2 and
100 nodes falling into Category 3. The simulated network
is an unmoving wireless sensor network. If the range is set
to the value specified, each node has a detection range of
0.523m?., which results in a total detecting and transmission
range of 0.5 metres throughout the network.

A. Probability of Clone Detection

Clone nodes in a wireless sensor network (WSN) might
give rise to a variety of problems and even intrusion
attempts. The probability may be determined by taking the
average of the outcomes of several simulations.

We have come up with a technique that can identify
duplicate nodes far more quickly than TDS can. A
comparison of the likelihood of detection may be seen in
Figure 4.

Authorized licensed use limited to: AMITY University. Downloaded on February 26,2026 at 11:22:44 UTC from IEEE Xplore. Restrictions apply.



2022 5th International Conference on Contemporary Computing and Informatics (IC31)

_ Number of Clone nodes detected
p  Total number of Clone nodes deployed

e)
TABLE 2 PARAMETERS USED IN SIMULATION
Field area 500*500
Number of Category 1 Sensor nodes 100
Number of Category 2 Sensor nodes 200
Sensor node’s position Fixed
Transmission range:
Category 1 1m
Category 2 Sm
Antenna Omni directional
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Fig. 4 . Probability of Clone Detection

Depending on the value of the new threshold, the
number of clone nodes may either rise or decrease. Before
continuing with replica discovery, the leader of the cluster
has to make sure that any nodes that are currently asleep are
taken into consideration. The position of the sleeping node
in the list is decreased when the cluster master does the
calculation (id / N). When a new worker node is added to
the network, the cluster master will increase the total by one
after performing an update.

B. Overhead Storage

In this section, we conduct an analysis of TDS in relation
to the storage load. The storage load is anticipated due
to the additional space required to store not just the
data and code that are produced by the method itself,
but also the data and code that are generated by the
method itself. When developing WSN procedures, some
level of thought must be given to the amount of memory
that is required for each step. Memory requirements for
the TDS orthogonal matrix are presented in Table 3,
which reveals their considerable size.

TABLE 3 AN ORTHOGONAL MATRIX IS NECESSARY.

No. of Nodes Orthogonal Matrix size
1-2 2x2

3-4 4x4

5-16 16x 16

17-32 B2x32
33-64 64 x 64
65-128 128 x 128

Our plan calls for the utilisation of a single list, the size
of which is directly related to the number of nodes.
According to Table 3, the TDS algorithm requires a 128-
by-128 matrix in order to create an orthogonal code for a
100-node sensor network. Because of this, the total amount
of RAM that is required is 128 x 128 bytes. Each node
would have storage for a code that is 128 bytes long. The
use of this code makes it easier for parties to communicate
with one another. The LCLS, on the other hand, does not
require either code or other information. In addition to this,
it only needs N bytes for each cluster head, where N is the
total size of the cluster[30].

When modelling LCLS, we used a broad variety of sensor
densities and cluster sizes in our simulations. A typical
sensor cluster had anywhere from 20 to 40 sensors, and the
overall number of sensors varied anywhere from 400 to
900. Figure 5 illustrates how the activities that were taken
turned out as a result. The minimum amount of random
access memory (RAM) required by each cluster head will
decrease as the cluster grows in size.
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Fig. 6 The storage overhead as the number of nodes increases or
decreases

Figure 6 illustrates the need for additional space for the
storage of data in clusters that contain a variety of nodes. In
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order to investigate this, we ran our simulations fifty times,
once with N=20, once with N=30, and once with N=40. In
contrast, the number of type 2 nodes ranges from 50 to 250,
with type 1 sensors totaling between 400 and 600. The
amount of storage overhead (in bytes) at the network's
cluster head is proportional to the number of nodes in each
cluster[31]. This is the case regardless of whether the nodes
are type 1 or type 2.

C. Computational Overhead

The information that has been conveyed to the cluster
leader in the form of messages is utilised in the process of
creating the list. The amount of time that the proposed
method requires, in comparison to RDB-R and TDS, is
presented very clearly in Figure 7. We looked at a total of
500 vertices in the grap[32]h. The number of clone nodes
produced ranged anywhere from 20 to 45. Equation 2 from
De Meulenaer and colleagues was what we used in order to
figure out an object's energy level. [14]
Ecp=E *Clock Cycles 2)

Ecpis computational overhead and E is energy required per
clock cycle.

[ R
[IRDE-RE]
[ ITecHD[R1]
[ ] Proposed

Cormputational Overhead {pJ)

1000

Nurnber of Modes

Fig. 7 overhead comparison

VL CONCLUSION

In this study, we proposed an alternate method for locating
and removing clones in a WSN that uses mesh networking
technology.[33] The strategy that has been suggested
focuses on finding a clone node in a manner that does not
call for the collection of location data or the writing of new
code for nodes. The proposed process is modelled in this
study, and the results and their explanation are
provided[34]. This strategy of finding clone nodes that
make connections to cluster nodes from outside the cluster
zone has space for improvement, though.
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